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Digital literacy has been a major theme in both public and higher education over the past 15 years.  The 

information age demands new digital skills from citizens, which educational institutions need to develop. 

Keeping up with the challenges is becoming increasingly difficult and the effectiveness of digital and 

information activities often falls under of expectations. Research has shown that digital competences alone do 

not guarantee effective digital activity and that, in addition to competences, individuals may need to believe in 

the effectiveness of their own digital activity, to believe in their own skills and competences. This paper 

presents the results of a study conducted in 2023 to explore the possible connections between digital self-

efficacy and digital competence. 

 

1. Introduction  

We live in an information society, where, 

according to Manuel Castells, the organized 

production, processing, use and storage of information 

is an everyday phenomenon. The information society 

requires new digital skills from social actors, including 

those in education and higher education (Castells, 

2010). Young people who have completed secondary 

school and graduated from university can only remain 

competitive in the labour market if they achieve the 

information and digital literacy required for active 

social participation in the various administrative, 

political, economic and cultural arenas. Therefore, the 

development of information and digital competencies 

is included in all national core curricula and in all 

higher education training and outcome requirements. 

The 2023 edition of the Eurostat survey ranks Hungary 

15th out of the 27 European Union Member States in 

terms of at least basic overall digital skills. This means 

that 58.9% of the population aged 16-74 have at least 

basic digital skills. This is slightly above the EU 

average (55.6%), but well below the most advanced 

countries (e.g. 82.7% in the Netherlands) (Eurostat 

2024). The development and improvement of digital 

skills and competence is primarily the responsibility of 

educational institutions. The digital competencies of 

students entering higher education also need to be 

developed, therefore, developing the digital 

competence of students is a special task in higher 

education. 

 

2. The research problem 

Several studies have investigated the digital 

competencies of students in higher education, using 

self-report questionnaires. The results of the self-

report and self-assessment-based studies paint a very 

positive picture of students' information and digital 

activity and competencies (Szőke-Milinte, 2023b). 

Peiffer and his co-workers pointed out that digital 

competencies on their own do not ensure effective 

digital activity. In addition to competencies, 

individuals may need have trust in the efficiency of 

their own digital activity, in their own abilities and 

competencies. To measure digital self-efficacy as one 

of the most critical determinants of the competent use 

of digital systems, a scale has been developed and 

validated, in which theory-consistent correlations 

between digital self-efficacy dimensions and 

frequency of use of ICT have been found (Peiffer et 

al., 2022). In light of the Eurostat results for Hungary 

(58.9% of 16 to 74-year-olds have basic digital skills 

and competencies), the question arises: is there a 

discrepancy in terms of quality between students' 

perceptions and beliefs about their own digital and 

information activity and competencies and their actual 

digital and information activity? Furthermore, how do 

the opinions and beliefs about their own competencies 

relate to the digital and information literacy and 

competencies manifested in their activities? 
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These were the questions we aimed to answer in a 

study conducted in 2023 at the faculty of humanities 

of a Hungarian university. The study, alongside 

several other factors, focused on examining 

information literacy as a component of digital 

competence in real-life situations, as well as students' 

perceptions and beliefs about their own information 

activity. 

3. Theoretical framework 

3.1. The concept of self-efficacy 

One of the central concepts of Bandura's social 

cognitive theory is self-efficacy, which refers to an 

individual's belief in their capacity to execute certain 

behaviours (Bandura, 1977). According to the theory, 

behaviours are determined by the interaction of 

outcome expectations (people believe that their 

behaviour will lead to certain outcomes) and efficacy 

expectations (people believe that they can bring about 

a particular outcome) (Bandura, 1977, 1997). 

Self-efficacy expectancy is the perceived ability to 

perform a desired action, the individual's belief about 

their ability to perform a certain behaviour (Bandura, 

1978). As such, self-efficacy expectancy is a 

component that influences behaviour and action. An 

individual's self-efficacy expectation is based on their 

ability and competence to act, therefore they will make 

an effort to act if they perceive themselves as capable 

of performing that action, regardless of the obstacles 

that arise (Bandura, 1997). One will make an effort 

only if they perceive themselves as capable of 

performing that action and will perform it despite the 

obstacles that arise. The key to competent self-

management is an optimistic self-belief.  

According to Bandura's social cognitive theory, 

this is related to the individual's cognitive 

presuppositions and social conditions. High self-

efficacy expectancy expresses the optimistic belief 

that the individual has the necessary personal 

resources to cope with difficult requirements. 

Perceived self-efficacy is therefore not related to the 

number of skills one has, but to what one believes one 

is capable of doing in these different situations 

(Bandura, 1997). People with high self-efficacy hope 

to succeed and continue the activity until it is 

completed successfully. Self-efficacy predicts the 

extent to which an individual engages in an activity 

and whether they will complete it (Bandura, 1997).  

3.2. Self-efficacy and human performance 

Self-efficacy influences human performance: 

knowledge and skills are fundamental to carrying out 

activities, yet an individual's motivation and activity 

depend on what they accept as a valid prediction for 

their performance (Bandura, 1997; Nina, 2008). 

Therefore, self-efficacy is essential for lifelong 

learning. People who feel competent and confident in 

their own information and digital literacy are eager to 

try and can easily solve their informational problems. 

Bandura argued that people who develop a strong 

sense of self-efficacy are ready for self-regulated 

learning Bandura, 1997). Consequently, a strong sense 

of self-efficacy is a prerequisite for achieving lifelong 

learning (Kuranogu et al., 2006). 

According to Bandura, outcome expectancies are 

believed consequences of a person's prospective 

behaviour. The individual has outcome expectancy 

and self-efficacy expectancy based on their skills to 

perform the action. Behaviour is thus determined by 

both self-efficacy expectancies and outcome 

expectancies. This is why successfully performed 

tasks increase self-efficacy and outcome expectancies, 

while unsuccessfully performed tasks decrease them 

(Pajares, 1997).  

3.3. The digital competencies 

The document from the European Parliament and 

the Council on digital competence in 2006 states the 

following: ”Digital competence involves the confident 

and critical use of Information Society Technology 

(IST) for work, leisure and communication. It is 

underpinned by basic skills in ICT: the use of 

computers to retrieve, assess, store, produce, present 

and exchange information, and to communicate and 

participate in collaborative networks via the Internet.” 

(Recommendation of the European Parliament and of 

the Council 2006/962/EC). The document defines 

digital competence as a key competence. DigComp 2.1 

published in 2017, presents 21 digital competencies at 

different levels of development (see Fig. 1; Carretero 

et al., 2017). 

Figure 1. 

DigComp 2.1 Based on Carretero et al., 2017 

 

DigComp presents the components of digital 

competence by enumerating 21 competencies in five 
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areas; compared to the previous version, changes have 

been made to the names of areas and competencies 

(e.g. DigComp 1.0 Information is replaced by 

DigComp 2.0 Information and data literacy). 

Information literacy is considered to be a component 

of digital literacy, which is related to browsing, 

filtering, recognising, managing, evaluating, and 

applying information (Szőke-Milinte, 2023a). The 

Digital Education Action Plan (2021-2027) EU policy, 

adopted in 2020, sets out a priority to enhance digital 

skills and competencies for the digital transformation, 

which calls for updating the European Digital 

Competence Framework to include AI and data-

related skills.  

3.4. The digital self-efficacy 

In defining the concept of digital self-efficacy, it is 

important to consider the findings of Hughes et al. and 

Marsh et al., which state that competencies and 

competence beliefs should be distinguished as they 

independently influence learning, motivation and 

performance (Hughes et al., 2011; Marsh et al., 2017). 

When performing digital activities, an individual 

believes that they are capable of performing a digital 

behavior, and self-efficacy in the classical sense can 

be understood in the context of digital activities. 

Digital self-efficacy is an individual's belief that 

selecting and applying technological tools in the 

digital space aligns with the goals of their information, 

communication, content creation, safety, and problem-

solving activities. This belief is based on the confident, 

critical and responsible use of digital technologies. 

Possessing digital self-efficacy enables one to 

participate ethically in social collaboration, learning, 

and work. (Fig. 2) (Szőke-Milinte, 2023a). 

Figure 2. 

Digital self-efficacy (own work) 

 

4. Research methodology 

As the leader of the Information and Digital 

research teami, the author of this paper coordinated the 

development of the research plan and methodology. 

Students' information literacy and digital self-efficacy 

were assessed with the help of an online 

questionnaireii. Data was collected between March 

2023 - May 2023, and participation was voluntary and 

anonymous. 

4.1. The sample 

The sample is not representative; respondents were 

included in the sample on a voluntary basis from two 

Hungarian universities. After data cleaning, the details 

are as follows: 

Table 1. 

The Sample 

 Sample 

Women 180 

Men 60 

BA 192 

MA 38 

Total 240 

4.2. The questionnaire 

As pointed out in Chapter 3.1. information literacy 

is considered part of digital literacy. Upon examining 

the tools used to measure information literacy, we 

found that, due to the ambiguity of the concept of 

digital self-efficacy, it is discussed as part of 

information literacy. 

We aimed to use a validated questionnaire, so after 

reviewing tools for measuring information literacy, we 

selected the information literacy questionnaire 

developed by Bibi Abida Hussain & Si Li & Ahmed 

Alsanad and incorporated it into the measurement tool 

used in the current study. The questionnaire assesses 

information literacy based on six parameters. 

According to the authors, the questionnaire is suitable 

for exploring information literacy, however, upon 

examining the statements, it becomes evident that five 

out of the six components (parameters) also include 

statements related to digital self-efficacy. 

To gain a realistic picture of students' information 

literacy we incorporated information literacy tasks 

into the self-designed questionnaire (determining the 

meaning of various symbols e.g. Creative Commons, 

citing specific sources, establishing the authenticity of 

a news item). The current study presents and examines 

the statements from the questionnaire that pertain to 

measuring personal self-efficacy, and to which we 

were able to assign tasks to investigate that particular 

information activity (see Table 2). This allowed us to 

simultaneously assess students’ digital self-efficacy 

and information literacy. The statements from the 

information literacy questionnaire that collected data 

on students’ self-efficacy are presented in Table 2. 
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Table 2. 

Questionnaire Statements About Digital Self-Efficacy 

The component of 

information literacy  

Statements (information and digital 

self-efficacy variables) 

How do students evaluate 

information? 

 

I can identify the purpose of the 

information. 

I can assess the reliability of the 

information. 

How do students identify 

potential sources of 

information? 

 

When searching for information, I can 

use search engines such as Google, 

Bing, Crome, etc. 

How do students identify 

and understand 

information sources? 

 

I can estimate the amount of 

information needed for a specific task. 

I can use online resources to 

identify/find the information I need. 

I can identify possible and necessary 

sources of information. 

I can determine when I need printed or 

electronic sources of information. 

I can seek help from others to 

understand the information I need. 

I can identify types of information 

sources that meet my information 

requirements (e.g. primary and 

secondary sources). 

 

How do students evaluate 

the purpose of accessing 

and using information? 

 

I can find suitable information sources 

for general inquiries (e.g., how can I 

fly to Valencia from X city on May 

6th). 

To what extent do students 

use information ethically? 

 

I can provide accurate bibliographic 

information when using various 

materials (articles, books, theses, 

websites, etc.). 

I can paraphrase a paragraph to avoid 

plagiarism. 

After cleaning, the data were processed using 

SPSS v. 20.0. In the following, I present the relative 

frequencies using descriptive statistical analysis, and 

then examine the relation between the variables. 

5. Results  

In a previous study, we have shown that students 

demonstrated fairly positive perceptions of their own 

information literacy and digital competencies (Szőke-

Milinte, 2023b). Looking more closely at the variables 

that indicate student digital self-efficacy, the data 

obtained from student responses also paint an 

overwhelmingly positive picture (see Fig. 3). The 

findings are consistent with research data that point to 

Generation Z students' overconfidence in 

multitasking: they are confident that they perform 

cognitive activities appropriately (Eyal et al., 2009). 

 

 

 

 

 

Figure 3. 

Digital and information self-efficacy 

 

5.1. Typical information processing task 

This task collected data on how students identify 

logical relations between pieces of information (see 

Fig. 4 and Fig. 5).    

Figure 4. 

Logical relation between pieces of information 

 

Results show that evident logical relations (the 

statement strongly contradicts the proposition) were 

identified by half of the respondents (see Fig. 5), 

however, more subtle logical relations (the statement 

may support the proposition) were identified by less 

than a third of the respondents (see Fig. 4). 
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Figure 5. 

Logical relation between pieces of information 

 

5.2. Task for identifying, recognizing, evaluating, 

and using information ethically 

Students' information literacy in identifying, 

recognising, evaluating and using information 

ethically was investigated with the help of a timely and 

realistic task, relying on a very current topic at the time 

of data collection (March - April 2023), i.e., news 

related to artificial intelligenceiii.  

Less than half of the respondents identified and/or 

recognized the news, and less than a quarter correctly 

assessed the liability (suability) of AI. Incorrect 

responses were also telling: nearly a quarter of 

respondents believed that copyright cannot be applied 

to AI. 12.61% of all respondents believed that material 

posted on the internet cannot be associated with an 

exclusive copyright (see Fig. 6).  

Figure 6. 

Identifying, recognizing, evaluating and using information ethically 

 

5.3. The purpose of information activity (why do 

we access and use information?) 

Two tasks were used to assess how students 

perceived the purpose of accessing and using 

information: they had to decipher and describe the 

meaning of two licenses. The task involved 

interpreting forms displaying the Creative Commons 

and No Derivative Works icons and text. Respondents 

were not explicitly asked to search for them online, but 

they were not prohibited from doing so, as the 

questionnaire itself was voluntarily completed online. 

The data paints a grim picture: respondents were likely 

not motivated to flawlessly complete the task as only 

17.66% and 27.12% respectively correctly identified 

the meaning of the two licenses (see Fig. 7).  

Figure 7. 

Identifying, recognizing, evaluating and using information ethically 

 

5.4. Complex mathematical information task 

Students were also required to solve a complex 

multiple-choice mathematical information processing 

and utilization task, in which they had to select the 

correct solution model from a complex system of 

information. This task served as a ”control” for the 

task of identifying, recognizing, evaluating and using 

information ethically, presented in section 5.2. It is a 

type of mathematical activity that every student with a 

high school diploma has definitely practised. This task 

was included in order to assess mathematical 

reasoning, a component of students' overall maturity 

(see Fig. 8). 

Figure 8. 

Mathematical thinking and reasoning 
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Figure 9. 

Students' mathematical reasoning (correct answer B) 

 

Data show that 72.23% of the students chose the 

correct answer (see Fig. 9), with no significant 

difference between the respondents from the two 

universities. This also implies that the student’s level 

of mathematical reasoning is adequate, thus the failure 

regarding the task of identifying, recognizing, 

evaluating and using information ethically, as 

described in section 5.2., cannot be attributed to a lack 

of general information literacy. 

5.5. Ethical use of information 

The questionnaire contained two questions and a 

task related to the ethical use of information: ”When 

should you cite?” and ”When is it plagiarism?” (see 

Fig. 10, 11). Responses show that students at both 

universities lack even theoretical knowledge on both 

referencing and plagiarism. 

Figure 10. 

Ethical use of information: referencing 

 

A specific task was also dedicated to examining 

the ethical use of informationiv. Data shows (see Fig. 

12) that 12.3% of the students surveyed cited the 

information correctly. In the information age, the 

ethical use of information is particularly valued in 

fields where intellectuals are responsible for 

generating information study. As a result, the low 

success rate is puzzling. Presumably, it can also be 

attributed to the fact that there were no consequences 

(anonymous questionnaire) for completing a relatively 

complex task (proper citation).   

Figure 11. 

Ethical use of information: plagiarism 

 

Figure 12. 

Referencing in practice 

 

5.6. The relationship between components of 

digital competence 

After conducting descriptive statistical analyses, 

the data were further analysed using SPSS. Since most 

of the data were nominal, we examined frequency 

distributions and conducted cross-tabulation analysis. 

Using the χ2 test for two nominal variables, the cross-

tabulation analyses explored the relationship between 

the variables. According to the null hypothesis of the 

χ2 test, there is no difference between the estimated 

and measured data, i.e. there is no correlation between 

the two variables. However, the analysis revealed a 

significant correlation between the variables (see Fig. 

13), which are evaluated in what follows. 

Examining the relationships between the variables, 

it can be concluded that there is a significant 

correlation between correctly evaluating more subtle 

logical relations between pieces of information (”The 

content of school curricula should be updated...”) and 

accessing and using information (identifying the 

meaning of the ND licences). The 25.6% of students 
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who correctly recognized that the statement could 

support the proposition (mandatory cursive writing 

was removed from the U.S. Common Core curriculum 

in 2013) also correctly identified the meaning of the 

ND license (see Fig. 13). 

The task of measuring complex mathematical 

reasoning (designing a schedule based on given 

solution models; processing information and 

understanding complex systems of information) and 

accessing and using information (identifying the 

meaning of CC and ND licenses) also show significant 

correlations. In the context of the current news, 

identifying, recognizing, evaluating and using 

information ethically and accessing and using 

information (in particular, determining the meaning of 

the CC license) show significant correlations (see Fig. 

13). 

Based on χ2 values, significant correlations can be 

observed between ethical referencing and recognizing 

forms of plagiarism, as well as accessing and using 

information (in particular, identifying the CC license) 

and the concrete ethical information activity 

(referencing). Findings show that there is a close 

relationship, and correlation among the digital 

competence components of the students surveyed, 

which either facilitate the success of simple and 

complex information activities or hinder them due to 

undeveloped components (see Fig. 13). 

5.7. The relationship between digital self-efficacy 

and digital competence 

Among the components of information literacy 

related to information and digital self-efficacy (see 

Fig. 14) significant correlations are found along nine 

variables with successful execution of digital and 

information activities: accessing and using 

information ethically (in particular, in identifying the 

CC licence and in one case the ND license), and the 

practical implementation of proper referencing. Thus, 

positive digital self-efficacy along these presented 

variables closely correlates with successful and ethical 

information activities. There was no correlation with 

successful and ethical information activities along 

three self-efficacy variables across the three tasks 

examined (referencing, identifying the meaning of CC 

and ND licenses) (I can identify the purpose of 

information. I use browsers such as Google, Bing, etc. 

to gather scientific information. I can estimate the 

amount of information needed for a specific task.) 

Further investigation is needed to establish the 

relationship between positive digital and information 

self-efficacy and the performance of complex 

information activities (see Fig. 15). 

The study shows that positive digital self-efficacy 

has a positive impact on digital and information 

activities and on the development of digital 

competence. 

Figure 13. 

The Relationship Between Variables 

 

Figure 14. 

The Relationship Between Variables 
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Figure 15. 

The Relationship Between Variables 

 

A particularly interesting finding of the 

exploratory research is that the ethical use of 

information (referencing) is strongly correlated with 

the level of study, the field of study and the university: 

MA students, humanities graduates, cite more 

ethically than other respondents. 

6. Discussions 

Students' perceptions about their own information 

literacy and digital competencies are positive, i.e. the 

majority of respondents have a positive sense of self-

efficacy. 

However, the specific information-related tasks 

that explored students' digital competencies and their 

efficacy in information processing did not yield such 

positive results. Clear logical connections between 

pieces of information were identified by half of the 

respondents, but logical connections that were more 

difficult to process were identified by just under a third 

of the respondents. The news item related to AI was 

identified and/or recognized by less than half of the 

respondents, and less than a quarter of them correctly 

assessed the accountability of AI. Only 12.61% of all 

respondents believed that what is posted on the 

internet can be associated with exclusive copyright. 

Respondents did not look up the meaning of the 

icons (CC, ND) associated with the information 

activity, so barely a quarter of respondents correctly 

identified the meaning of the two licenses. The task 

investigating the content elements of ethical and 

professional citation revealed that 12.3% of the 

students cited correctly. Overall findings show the 

need for improving students’ information activities. 

Cross-tabulation analyses showed that there is a 

correlation between the components of digital literacy, 

information literacy and complex mathematical 

thinking. Among the components of information 

literacy, those related to information and digital self-

efficacy show a significant correlation with the 

successful implementation of digital and information 

activities for nine variables: accessing and using 

information ethically (in particular, in identifying the 

CC licence and in one case the ND license), and the 

practical implementation of accurate referencing. 

Thus, positive digital self-efficacy, along with the 

variables presented, closely correlates with successful 

and ethical information activities. Research findings 

show that even though students overestimate their 

digital self-efficacy, positive self-efficacy is 

associated with advanced information literacy and 

digital competence. 

6. Conclusions 

Students' mathematical literacy alone does not 

guarantee high-level performance in the areas of 

information and digital literacy. There is a need for 

specific development in these areas as well.  

Nonetheless, data shows that there is a close 

relationship and correlation between the digital 

competence components of the students surveyed, 

therefore it can be expected that the development of 

one component may also lead to the development of 

other components. The success rate of the tasks also 

indicates the most urgent intervention points at each 

university. 

The study highlights the fact that positive digital 

self-efficacy is closely linked to successful and ethical 

information activity, and therefore, by promoting 

digital self-efficacy, we positively influence digital 

and information activity and the development of digital 

competence. 

Digital self-efficacy can be examined and 

developed contextually. The task at hand determines 

the extent to which a person mobilizes their self-

efficacy expectations and energies. It is therefore 

recommended to incorporate the development of 
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digital competence and digital self-efficacy into 

university performance requirements. 
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i https://btk.ppke.hu/informacios-es-digitalis-muveltseg-

kutatocsoport 

ii The survey collected a range of data on students' 

information literacy, digital educational experiences and 

digital self-efficacy. The questions that were developed and 

elaborated jointly by the research team were published in 

joint papers. The current paper presents and analyses data 

for the questions which I personally prepared, and for 

which I carried out the data processing and analysis myself. 

iii Read the news below and share your position regarding 

the statements: 

https://ec.europa.eu/eurostat/statistics-explained/index.php?title=Skills_for_the_digital_age
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A few years ago, no one would have thought that this would 

happen, but it did: flesh-and-blood humans are using 

artificial intelligence. The artists initiating the civil action 

(Sarah Andersen, Kelly McKernan and Karla Ortiz) believe 

that AI platforms violate the copyright of millions of 

creators. The class action lawsuit targets platforms such as 

Midjourney, Stable Diffusion, operated by Stability AI, and 

DeviantArt, which has recently launched its own image 

generator, DreamUp. According to the plaintiffs, these 

companies used billions of artworks available on the 

internet to train AI models without obtaining consent from 

the original creators. They argue that these firms have 

profited substantially from copyrighted images, selling 

generative AI-composed works online without 

compensating the artists. One of the artists behind the 

lawsuit, Sarah Andersen, is the creator of a popular 

webcomic Sarah's Scribbles, Kelly McKernan creates 

illustrations for books and games, while concept artist 

Karla Ortiz works for studios such as Marvel and Wizards 

of the Coast. These are prominent names in digital art, 

making this case highly significant. It is really 

unprecedented that the works of so many artists have been 

utilized – undeniably so – resulting in a violation of 

copyright and even a threat to the livelihood of the creators. 

To give just one example of how legitimate a claim for 

damages can be, Stable Diffusion, for example, was taught 

to create images using the content of LAION-5B. This 

database alone contains 5.85 billion images and individual 

descriptions from sources such as Flickr, DeviantArt, 

Wikimedia and Pinterest. 

iv Suppose you are writing an essay on comprehension 

strategies. How would you cite the two types of reading 

strategies for digital texts from page 137 in Zsuzsa 

Gonda's:http://mindenkiiskolaja.elte.hu/wp-

content/uploads/2019/09/A-

sz%C3%B6veg%C3%A9rt%C3%A9s-mint-

tanul%C3%A1si-k%C3%A9pess%C3%A9g-

fejleszt%C3%A9s_INTERA.pdf#page=134

 

 

 


